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Yesterday’s researcher ordered
reagents for individual projects on
a more or less ad hoc basis. Unused

bottles would gather dust, only to be
discovered when someone finally got
around to cleaning out the stockroom or
if one of the bottles broke (or exploded).
Disposal costs would often be several times
higher than the original purchase price.
Today, a similar researcher might access an
internal company website and locate the
desired reagent at one of the company’s
other locations (or locate another research
group willing to share an order). The
reagent order would be matched against a
Web-based archive of Materials Safety Data
Sheets (MSDSs). The company’s health and
safety officer would receive a notification
and begin to work with the researchers
on making the necessary arrangements for
storage, disposal, and safety precautions.
When the reagent shipment arrived, the
bottles would be bar coded and entered
into the automated tracking system. A
chain of custody would be generated, with
signature verification to ensure that every-
one who handled the hazardous chemical
had the proper training and authorization.
Invoices would be sent to the correct cost
centers, and chemical expiration dates
would be entered into the main invento-
ry database. Firefighters and paramedics
would have ready access to emergency
response procedures specific to that reagent.
Welcome to the brave new world of chem-
ical inventory management.

Minding the Store
As one advertisement memorably stated,
“The future is now.” Several commercial
software products already on the market
(see box, “Reading and Resources”) gener-
ate the bar codes, tracking records, and
inventory reports needed to manage chem-
ical supplies effectively on a company-wide
basis. With stricter enforcement of 21 CFR

Part 11 (TCAW, September 2002, pp 35–37),
new emphasis has been placed on imple-
menting multiple levels of security, trans-
action logging, signature verification, chains
of custody, and audit trails for chemical
inventories. 

Large companies might have laborato-
ries scattered around the world, each work-
ing on projects billed to various business
units, government technology transfer
programs, and university partnerships using
automated inventory systems. A compa-
ny-wide list of chemicals available at
each facility can minimize procurement
and disposal costs, coordinate large-scale
orders of chemicals that have a limited
number of suppliers, and avoid unexpect-
ed shortages. Researchers using the same
reagents can communicate with each other
regarding laboratory safety incidents, poten-
tial impurities in specific reagent batches,
and other pertinent information, thus
saving their colleagues time and dupli-
cated effort.

Environmental reporting modules expe-
dite the process of preparing regulatory

compliance reports, providing centralized
access to all the necessary data and
templates for formatting standardized
reports. This saves time for the manufac-
turer and ensures that the company will
not be held “out of compliance” because
of incomplete or poorly organized reports.

Commercial inventory management
systems are gravitating toward Web brows-
er technologies and readily available data-
base systems to acquire, store, and access
basic inventory data. Reports and other
output can be generated using common-
ly available spreadsheets and word process-
ing software. Brian Stafford, president of
ChemSW (Fairfield, CA), notes that none
of the basic software concepts are new,
rather, they adapt existing technologies.
“The key,” he says, “is to have a usable
system. The occasional user doesn’t want
to have to learn and remember a lot of
complicated procedures.” He adds that
applications such as remote bar coding
might be carried out most frequently by
employees with limited computer skills;
thus, simplicity and reliability are essential. 

Securing the Plant
Good inventory management helps to
ensure safe and economical operations, but
the system is not complete until safeguards
are installed to protect laboratories and
manufacturing facilities from malicious acts.
Every few weeks, the U.S. EPA receives
reports that thieves, looking for ammonia
to make illegal drugs, have broken into
fertilizer dealerships, refrigerated ware-
houses, or ice manufacturing facilities
(1). These people frequently leave valves
open, causing ammonia to leak into the
surrounding area. In some cases, the thieves
are overcome by ammonia fumes and have
to be rescued. In other cases, the surround-
ing community has to be evacuated, and
law enforcement personnel and civilians
have been injured. Many large chemical
manufacturing plants have sophisticated
computer monitoring systems that sound
an alarm when a pump, valve, or other
component shows unusual activity, but
smaller operations often rely on security
personnel and observant neighbors.
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At one U.S. petroleum company’s gas
processing plant, a supplier tried to cover
a mistake on one computer system by hack-
ing the other systems to create a diver-
sion. As a result, homes and businesses in
a western European community lost their
supply of natural gas. The petroleum
company had to deal with contract viola-
tions, environmental fines, increased
expenses, and lost revenue during the six
months that it took to find out what
happened and identify the guilty party (2).

Plant security has taken on addition-
al urgency since the terrorist attacks of
2001. Chemical security legislation,
currently under review by committees in
the U.S. Senate and the House of Repre-
sentatives, recognizes that “the chemical
industry is a crucial part of the critical
infrastructure of the United States,” and
proposes measures to increase computer
network security as a part of improving
overall security at chemical facilities. The
Senate bill would authorize the Attorney
General to obtain records, reports, and
other information regarding chemical
releases, accidental or criminal, “as the
Administrator or the Attorney General may
reasonably require.” In September, the
President’s Critical Infrastructure Protec-
tion Board issued a draft document, The
National Strategy to Secure Cyberspace, and
is soliciting comments from the public.
The chemical industry and various relat-
ed professional organizations have also
formulated strategic plans, training
programs, and software for protecting
computer networks and applications.

The abundance of regulatory legisla-
tion, industry task forces, and scare-of-
the-week stories has created a complex
and somewhat daunting environment for
corporate computer systems managers.

Fortunately, chemical companies can adapt
and develop a variety of preexisting
resources to stay ahead of the game. For
example, the Hazweb site (www.hazweb.
com) supported by Vertica Software (Hous-
ton), contains up-to-date information on
regulations and government policies and
provides tools for tracking and managing
hazardous materials. Other software compa-
nies are working to develop chemical plant
security systems based on systems already
in use in the nuclear industries. 

The Vulnerability Assessment Method-
ology for Chemical Facilities (VAM-CF) proj-
ect is currently developing a prototype
methodology for assessing risks to chem-
ical production and transportation facili-
ties involving criminal and terrorist activ-

ities. The first phase of this project, spon-
sored by the U.S. Department of Justice’s
National Institute of Justice, is a paper-
based assessment workbook, available now,
that will provide a foundation for a comput-
erized system, expected to be ready early
in 2003. Other long-range plans include
evaluating computer threats to process
control systems. Calvin Jaeger (Sandia
National Laboratories, Albuquerque, NM)
has overseen the distribution of almost 200
copies of the paper-based workbook, and
he anticipates that 150–200 people will
have received training by the end of 2002.
He also notes that several professional
organizations and companies have devel-
oped their own assessment methodologies,
but the VAM-CF approach is probably the
most rigorous.

Much of the work on plant security soft-
ware centers around ensuring that only
authorized individuals have access to
critical chemical process controls, such as
valves and switches. Some preliminary work
has been done on biometric identifica-
tion protocols for plant operators—devices
that read fingerprints, retinas, and even
faces. Thus far, however, biometrics tech-
nology has not proved to be a foolproof
means of employee identification (3).
Fingerprint readers are easily fooled by
gelatin replicas, face readers fail to recog-
nize known individuals who turn their
heads slightly, and even employees whose
credentials are in order can turn against a
company after an unpopular manage-
ment decision.

In the movies and urban legends, clever
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Reading and Resources

Chemical Inventory Software
ChemSW (www.chemsw.com)
Exeter Group, Inc. (www.exeter.com)
Logical Technology, Inc. (www.comply1.

com/chemical-inventory-software.asp)

Chemical Plant Operations Security
GSE Systems (www.gses.com/process

security.html)
Hazweb (www.hazweb.com)
Kroll Electronic Discovery and Data recov-

ery (www.krollworldwide.com)

Legislation and Government
Programs
Chemical Accident Prevention: Site Secu-

rity (www.epa.gov/ceppo)

Chemical Safety Information, Site Secu-
rity and Fuels Regulatory Relief Act
(www.epa.gov/ceppo)

The Chemical Security Act of 2001 (S.
1602), referred to the Senate Commit-
tee on Environment and Public Works
in July 2002 

The Chemical Security Act of 2002 (H.R.
5300), referred to the House Subcom-
mittee on Energy and Air Quality in July
2002 

The National Strategy to Secure Cyberspace:
draft document issued for public comment
in September 2002 (www.whitehouse.
gov/pcipb) 

NIST Computer Security Resource Center
(http://csrc.nist.gov)

Terrorism: The New Occupational Hazard:
CRS Report for Congress (http://fpc.state.

gov/documents/organization/
10089.pdf)

VAM-CF workbook (www.nlectc.org/ccfp/
cfva.html, contact Calvin Jaeger at
cdjaege@sandia.gov)

Task Forces and Partnerships
AIChE Center for Chemical Process Safe-

ty (www.aiche.org/ccps/index.htm)
Center for Internet Security (www.

cisecurity.org)
Partnership for Critical Infrastructure Secu-

rity (www.pcis.org)
Responsible Care Toolkit: Security

(www.responsiblecaretoolkit.com/
security_guidance_siteSec.asp)

Site Security Guidelines for the U.S. Chem-
ical Industry (www.cl2.com/security
guidanceACC.pdf)

Thus far, biometrics
technology has not

proved to be a
foolproof means

of employee
identification.



hackers gain control of a company’s
computer system, releasing toxins into the
public water supply and clouds of poison-
ous gas into the air. However, chemical
plant control systems are seldom, if ever,
on the same network as the computers
that house a company’s website, e-busi-
ness systems, and other links to the outside
world. Ross Anderson, a computer scien-
tist at Cambridge University (U.K.), believes
that software vendors, grant-chasing

academics, and politicians have a vested
interest in overstating the risks of cyber-
terrorism (4). 

Prosaic but practical strategies for secur-
ing computer systems include gathering
and maintaining background informa-
tion on employees, vendors, and customers;
keeping records on chemical inventory,
storage, and disposal; and establishing
emergency notification and response plans.
Sensitive information, including process

flow diagrams, piping and instrument
design diagrams, formulations, recipes,
client and supplier lists, and site maps can
be protected using existing technologies.
These include firewalls, virus protection,
encryption, user IDs, message and user
authentication, employee education,
restricted or prohibited access to the Inter-
net, and audit trails of access to chemi-
cal resources (5).

The Center for Internet Security (CIS,
Bethesda, MD), a consortium of 170 govern-
ment and law enforcement agencies,
academic institutions, businesses, and indi-
viduals, has introduced guidelines and
benchmark listings for technical settings
for commonly used operating systems. Many
commercial workstations, servers, and
routers are shipped with the security
protection mechanisms disabled, or they
have to be downloaded from the Inter-
net. The CIS helps organizations that lack
the knowledge or resources to track down
what security features to enable or how to
enable them.

Keeping track of chemicals doesn’t
require rocket science. The initial infor-
mation-gathering and integration process
might be difficult, but once the system is
in place, lost bottles, leaking valves, and
malicious acts are yesterday’s headache.
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