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In the developed world, the era of
subsistence survival is long past. Only
a scattering of families grow all their

own food. A larger group gets water from
their own wells. But the lot of most people
in this current age of urban humanity is
to be totally dependent on a complex infra-
structure of delivered food, water, and
medicines. After the attacks of 9/11,
despite numerous regulations main-
taining the routine safety of U.S. food,
water, and pharmaceuticals, Congress
determined that the infrastructure
remained fragile—when it came to
deliberate sabotage and the poten-
tial for bioterrorism. Led in a bipar-
tisan effort by Senators Judd Gregg
(NH) and Ted Kennedy (MA), and
Representatives John Dingell (MI) and
Billy Tauzin (LA), the 2002 Bioter-
rorism Act was passed. Many of its
regulations are already in effect; more
are coming into force by the end of
2003 and will be culminating in 2004.

The Act Proposes
The Public Health Security and Bioter-
rorism Preparedness and Response Act (as
it is fully designated) became law on
June 12, 2002. It consists of five main
sections that spell out new authority for
several of the most important regulatory
divisions of the federal government. These
sections are:
• Title I: National Preparedness for Bioter-

rorism and Other Public Health Emer-
gencies,

• Title II: Enhancing Controls on Danger-
ous Biological Agents and Toxins,

• Title III: Protecting Safety and Securi-
ty of Food and Drug Supply,

• Title IV: Drinking Water Security and
Safety, and

• Title V: Additional Provisions.
With passage of the act, the U.S. Food

and Drug Administration (FDA), Environ-
mental Protection Agency (EPA), Depart-
ment of Agriculture (USDA), and Centers

for Disease Control and Prevention (CDC)
have been given a more active role in the
federal war against terrorism. 

The FDA Disposes
One of the key concerns for the possibili-
ty of bioterrorism lies in the adulteration

of food products. Tamperproof seals and
proper packaging are all valid protections
for postmanufacturing adulteration, but
they do nothing to prevent dangerous
manipulation of foodstuffs by sabotage in
the raw state or processing stage. Track-
ing the provenance of foods throughout
the manufacturing process and inspect-
ing suspicious shipments give some assur-
ance of protecting the public, but, more
importantly, allow rapid backtracking to
the source for the prevention of further
distribution of damaged goods and enhance
the ability to locate, warn, or treat indi-
viduals at risk from exposure.

The FDA (www.fda.gov) is responsible
for monitoring the 150 U.S. ports of
entry and 8,000,000 food and regulated
products shipments entering the United
States yearly. The new legislation increas-
es the authority of the FDA substantially.

The agency is now in charge of register-
ing all facilities that manufacture, process,
pack, or hold food (factories, warehouses,
and other such establishments) in the Unit-
ed States. Additionally, facilities in other
nations from which food is exported to the
United States must register if their ship-
ments are not to be debarred. Registra-
tion must have been completed by Decem-
ber 12, 2003. According to FDA Commissioner
Mark B. McClellan, the act “will further

bolster FDA ability to protect the more
than 400,000 domestic and foreign
facilities that deal with food in our
country.”

The agency has also been given
the authority to demand that these
facilities maintain specific records
relating to the source and production
aspects of individual food products.
The exact requirements were to be
established no later than December
13, 2003. The FDA is allowed access
to these records “when there is reason-
able belief that an article of food is
adulterated and presents a threat of
serious adverse health consequences
or death to humans or animals” (1).
To keep the costs of compliance down,
the facility or transport company can
decide whether to use paper or elec-

tronic record formats as long as the requi-
site information is available. 

Giving Notice
Formal prior notice of all food shipments
to the United States must now be given
to the FDA, including a description of the
articles and the identity of the manufac-
turer, transporter, grower (if known), and
country of origin. Without such notice, the
shipment must be debarred from entry.
As part of this new authority, the FDA is
authorized to order detention of suspicious
articles and shipments. This involves an
increase in monitoring and efforts to detect
tampering with imports (2).

Of particular interest to analytical
chemists, the FDA is required by the new
law “to fund research on the develop-
ment of tests and sampling methodologies
to rapidly detect the adulteration of food.”
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The Bioterrorism Act of 2002 requires monitoring
for the tiniest “enemies” in water and food.



In the area of drug regulation, foreign
manufacturers are required to register their
intent to import drugs to the United States
in advance with the FDA. 

The EPA’s Expanding Role
As with food, a safe and reliable public
water supply is an absolutely indispensa-
ble foundation of society. The greater the
level of industrialization and development,
the more extended and potentially fragile
(especially to sabotage) the infrastructure.
Consider the extent and complexity of
the water treatment, storage, and piping
facilities for any major city. Simply main-
taining this infrastructure and protecting
it from normal wear and tear and acci-
dental pollution are a full-time job for thou-
sands of workers in the United States.
The issue of deliberate sabotage by inter-
national terrorists gives a totally differ-
ent spin to the level of vulnerability of the
entire system. Because of the normal
authority of the EPA (www.epa.gov) in
protecting the water supply from indus-
trial and agricultural pollution, it was natu-
ral for the Bioterrorism Act to extend
that responsibility to include the possi-
bility of deliberate poisoning.

The main provision involving the EPA
is Title IV: Drinking Water Security and Safe-
ty. The key aspects of this provision detail
the requirement to monitor and produce
action plans designed to protect every source
of drinking water in the United States
supplying more than 3300 individuals. The
initial requirement is for each facility to
produce a vulnerability assessment (VA)
reviewing all aspects of the water supply,
including but not exclusive to piping, phys-
ical barriers, and chemicals; collection, treat-
ment, and storage systems; and electron-
ics and computers used to monitor and
maintain the water system. 

The VAs for systems serving populations
greater than 100,000 were required to be
delivered to the EPA by March 31, 2003.
Those for 50,000–99,999 are due Decem-
ber 31; and those for 3301–49,999 indi-
viduals are due June 30, 2004. Within six
months of the completion of the VA, the

EPA is required to certify an emergency
response plan dealing with the listed
vulnerabilities.

The emergency response plan must
include “actions, procedures, and identifi-
cation of equipment which can obviate or
significantly lessen the impact of terror-
ist attacks or other intentional acts on the
public health and the safety and supply of
drinking water to communities and indi-
viduals” (3). These requirements are gener-
al enough to provide a wide variety of
potential responses, but also make signif-
icant demands on the water facilities to be
prepared for a wide variety of disaster
scenarios of varying probabilities.

Other Challenges
But commercial foodstuffs and drinking
water are not the only areas where bioter-
rorism might have an impact. There are
significant issues involved in the moni-
toring of the bioterrorist threat against
agriculture as well as in keeping track of
the movement and possession of plant,
animal, and human toxins and biological
warfare agents used for research purpos-
es. To deal with these issues, the Depart-
ments of Agriculture (www.usda.gov) and
Health and Human Services (www.hhs.gov)
have gained new authority in the 2002
Bioterrorism Act as well (see box, “And the
USDA . . .”).

Happily, the policies and procedures
of the Bioterrorism Act of 2002 that are
designed to protect the general public from
acts of terrorism are also capable of discov-
ering and quickly addressing natural or
accidental incursions of deadly bacteria,
viruses, pesticides, and other toxins into
the food and water supply. So the bene-
fits of the instrumental monitoring aspects
of the act may still be protecting us long
after the current troubles are hopefully
well and truly past.
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And the USDA . . . 

While the FDA and EPA regulate food
and water contaminated by biological
agents and toxins, under Title II of the
Act, it falls to the Department of Agri-
culture (for plant and animals) and the
Department of Health and Human
Services (for humans) to share regula-
tion and monitoring of the possession
and transfer by legitimate research enti-
ties of biological agents and toxins on a
designated list of materials liable to be
of use to potential terrorists. The USDA
has designated APHIS (the Animal and
Plant Health Inspection Service) as the
instrument for regulation, and the
Department of Health and Human
Services has decided to work through
the Centers for Disease Control and
Prevention. 

For both agencies, authority extends
beyond a simple accounting of posses-
sors to an evaluation and regulation of
the method by which designated mate-
rials are stored and protected from
potential terrorist access. The require-
ment for permits to possess or transport
these materials provides the necessary
stage for input and inspection. The initial
lists of biological agents and toxins
covered are located in 7 CFR 331.2 and
9 CFR 121.2 and are subject to contin-
ual updating (4).


