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REGULATIONS 
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Since its introduction in 1997, Title
21 of the U.S. Code of Federal Regu-
lations (CFR) Part 11 has had a

resounding impact on the biotechnology
and pharmaceutical industries. In the
strictest sense, 21 CFR Part 11 is applied
to any pharmaceutical manufacturing
process using automated controls to gener-
ate data that can be maintained in an elec-
tronic format. The aim of this regulation
is to ensure the authenticity and integrity
of electronic records and associated elec-
tronic signatures.

In this article, we focus on small
commercial off-the-shelf (COTS) auto-
mated filter-integrity test instruments used
to test sterilizing and other process filters
in biopharmaceutical environments, and
suggest how the current version of Good
Automated Manufacturing Practices,
GAMP 4, released in December 2001, can
help ensure the accuracy and integrity of
these systems.

Federal regulations require that systems
generating electronic records be validated.
GAMP guidelines are the most widely
used, internationally accepted procedures
for validation of computer systems. While
GAMP addresses a broad range of issues
related to the validation of computer-based
systems, another document that can assist
in achieving and maintaining 21 CFR Part
11 compliance is the publication Comply-
ing with 21 CFR Part 11, Electronic Records
and Electronic Signatures. This is a joint
publication of the Parenteral Drug Asso-
ciation (PDA) and the International Soci-
ety of Pharmaceutical Engineering (ISPE)
and is available through the ISPE website
(www.ispe.org). While GAMP has no regu-
latory authority, its guidelines provide
pharmaceutical, biotechnology, and, now,
health care companies with an effective

tool to assist with FDA and other regula-
tory authority compliance. 

GAMP guidelines can be applied to the
validation of COTS filter test instruments,
which are used to provide a critical safe-
guard for contamination control. Failure
of a unit could result in the loss of a

production batch or release of a nonster-
ile product, and it underscores the impor-
tance of validating these instruments.
Worse yet, if a filter-integrity tester
returned a false pass on a nonintegral prod-
uct-sterilizing or virus-removal filter, the
subsequent contamination of the batch
may or may not be detected, even after the
batch is completed and subjected to labo-
ratory analyses. Subsequent reprocessing
or destruction of the batch could cost
millions of dollars.

While GAMP 4 clearly defines the
responsibilities of suppliers and users, some
suppliers have taken the initiative of offer-
ing assistance beyond GAMP. For instance,
a supplier may elect to produce a Valida-
tion Plan, which is defined in GAMP 4 as
an end-user document that should
“summarize the entire project, identify

measures for success, and clearly define crite-
ria for final acceptance.” A supplier version
of this plan can be used to define the design
documentation and qualification testing
that must be completed before commercial
release of the product. This allows end users
to assess the level of additional validation
(e.g., Installation Qualification, Operational
Qualification, and Performance Qualifica-
tion) that they may require before putting
the instrument into service.

Likewise, a supplier may also make
requirements for its own standard off-the-
shelf products and new software versions
available to the end user through the
User Requirement Specification section,
which is designated as the responsibility
of the end user in GAMP 4. This added
input from the supplier provides end users
with a basis for developing their own
versions of these documents. Naturally,
suppliers need to effectively address
sections designated for suppliers, includ-
ing Functional Specification, Hardware
Design Specification, and Software Design
Specification, that are made available to
the end user.

Streamlining Validation
Validation activities traditionally consist of
Installation Qualification (IQ), Operational
Qualification (OQ), Performance Quali-
fication (PQ), and Design Qualification
(DQ). For the most part, these validation
activities are performed by the user. Howev-
er, the use of supplier documents, as they
relate to IQ or OQ, can simplify the over-
all validation process. For example, to
streamline OQ of an off-the-shelf instru-
ment, suppliers can make copies of the
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in-house testing available to the end user.
This approach minimizes validation

burdens on end users by enabling OQ to
be separated into testing at the supplier
site (OQ1) and testing in the operational
environment (OQ2). Prior to technical
release of a new instrument or new soft-
ware version, the supplier performs an
extensive qualification on a standard
production instrument, thus qualifying
the software version when loaded into the
standard hardware of each individual
production instrument. This forms OQ1.

A much condensed test protocol,
OQ2, can be performed on the end
user’s instrument upon installation,
and it serves to verify that the
prequalified software is function-
ing correctly after integration with
the standard hardware. Availabili-
ty of this IQ/OQ1/OQ2 format
greatly reduces the time and cost
of IQ/OQ for a newly installed
instrument

Once an automated system is
validated and in operation, it is
important to ensure that it remains

in a validated state. A supplier must stay
abreast of evolving validation requirements,
and continually assess the changing market
and regulatory environment with respect
to its instruments. Periodic releases of
software or hardware upgrades can enhance
the benefits provided by the instrument to
the user. Such new releases must be
governed by strict change-control proto-
cols. Upgrades should be installed only after
assessment of the impact on the validated
status by the instrument user. For each new
software version, the supplier should update
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Figure 1. When the OQ is split into two parts, it saves time
and cost while providing a high level of validation.

GAMP was established as the Pharmaceutical
Industry Computer Systems Validation Forum
in the United Kingdom in 1991. The first draft
guideline was VMAN (Validation Management),
a forerunner of the modern GAMP guidelines.
In 1996, the Supplier Forum was created to inte-
grate suppliers into the guidance-making
process. In 2000, GAMP Americas was creat-
ed to allow pharmaceutical industry profes-
sionals in the United States to participate in
creating GAMP guidelines and good working
practices. In 2001, the GAMP Forum became
a technical subcommittee of ISPE.

GAMP shared interest groups (SIGs) are
an outgrowth of the GAMP Forum around
the world. SIGs develop plans and discussion
documents for presentation at GAMP meet-
ings.The SIGs provide an opportunity to devel-
op a common understanding of particular
topics by discussing issues and practical solu-
tions.These discussions have led to the publi-
cation of white papers, articles, and complete
guidelines, such as the GAMP “Complying
with 21 CFR Part 11” guideline.

GAMP Timeline
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the design and qualification documenta-
tion of the instrument. Recommendations
on whether requalification is required after
upgrade are useful for the end user. Feder-
al regulations embodied in 21 CFR Part
11 state that both technological controls
(supplied by the instrument) and procedural
controls (supplied by the user) are required
for compliance with the regulation.

For example, an instrument might
include technological controls that give
each user a User ID and password that have
to be typed before access to the instrument
is permitted. An end-user procedural
control is required to ensure that opera-
tors are given the correct training before
a User ID is created for them. The joint
PDA–ISPE publication that was
mentioned above, Complying with 21 CFR
Part 11, Electronic Records and Electronic
Signatures, lists each part of the regulation,
states whether a technological or proce-
dural control is required to meet it, and
says whether this is the supplier’s or the
end user’s responsibility.

Understanding the technical features
and functions needed to meet 21 CFR Part
11 requirements is a large part of the
compliance equation. An example of a
control in a filter test instrument for compli-
ance with 21 CFR Part 11 requirements is
to have no capability to modify an elec-
tronic record. Instead, the device stores a

new record every time
a test program is creat-
ed or modified, while
ensuring that an elec-
tronic signature of the
user is obtained. In a
similar way, the device
is designed so that the
creation or deletion of
User Access Rights
results in a new record
for the User Access list,
which also requires an
electronic signature
from the system admin-
istrator. The electronic
signature and date and
time stamp on the elec-
tronic record form the audit trail. Creat-
ing a new record each time also ensures that
previous data are not obscured—an impor-
tant requirement for compliance with 21
CFR Part 11.

New Approach
Over the past two years, the lead from the
FDA has changed. August 2002 saw the
publication of the FDA initiative “Phar-
maceutical cGMPs for the 21st Century:
A Risk-Based Approach,” in which the
FDA stated its intention to embrace risk
assessment and management techniques
so that its resources could be more effec-

tively utilized. A year later, the
FDA Guidance for Industry,
“Part 11, Electronic Records;
Electronic Signatures—Scope
and Application,” introduced
the risk-based approach into
the realm of 21 CFR Part 11.
To facilitate understanding of
this approach, ISPE–GAMP
will produce a new “Good Prac-
tice Guide for Electronic Record
and Signature Compliance,” due
out in late 2004. This guide will
elaborate on the processes
behind record classification and
risk assessment to ensure that
record controls are applied only
where needed.

Applying the GAMP
approach to entire bioprocess-
ing systems fosters synergy and
understanding between users
and suppliers, and creates a
safer, cleaner development envi-
ronment. Within the context

of automated filter testers, GAMP and
its related publications help operators
address one of the most pressing regula-
tory issues today, 21 CFR Part 11.
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GAMP framework

February 1994 First draft of guideline document was
distributed to U.K. industry for comment.

January 1995 Second draft incorporated comments
from 31 companies.

March 1995 Version 1.0 was released in electronic
version only.

May 1996 Version 2.0 included revisions and new
content, incorporating further comments
from Europe and the United States. It
also added a second volume to the
guideline document.

March 1998 Version 3.0 included further revisions
and new content, as well as separation
into user and supplier guides.

December 2001 GAMP 4 was released as a major revi-
sion containing new content in line with
regulatory and technological develop-
ments. It broadened the scope of GAMP
3 to include regulated health care indus-
tries. It provides greater coverage of user
responsibilities and details on opera-
tional activities.

GAMP History

Figure 2. GAMP framework.


